How to Improve your Wi-Fi Network Performance: Wi-Fi security 


How Wi-Fi network security is measured: 
The Wi-Fi network security level is measured based on the authentication and encryption mechanisms; in other words, the way a client authenticates at the access point and how the data transmitted though the access point is encrypted. 

There are tnree encryption methoc:s tor tne 802_11 standard: 
• WEP: The first encryption method for Wi-Fi networks. It is now considered obsolete and broken. 
• WPA: The predecessor of WEP encryption, which was developed as a temporary solution to address WEP security issues, allowed the upgrade from WEP to WPA while reusing the chipsets. 
	• WPA2: While WPA was developed as a preliminary version, this is version is considered as final and ceftified by the IEEE 802_11 Wi-Fi Alliance in 2004.

With regards to WEP autnentication: 
	 Open: No authentication required_ Any client device can connect to the access point without having to enter a password. These effvorks' trafic is in leartext 
	• Shared Key: This metnoc: requjres a passworc: to establisn connection Witn tne access point. 

WPA and WPA2 share the authentication methods: 
	• TKIP: Temporal Key Integrity Protocol - Protocol by which each client uses a different password that starts with a unique seam, reducing the risk of 	statistical attacks. 
	• CCMP: Counter Cipher Mode With Block Chai,njng Message Authentjcation Code Protocol Encryption protocol based on the AES standard 	that 	provides data confidentiality, authentication, and access control. 

Based on the environment in which the network Will be deployed: 
	• PSK: pre-snared Key - personal) Metnoo used in SOHO (Small Office and Home Office) environments. A secret password is established nor the access 
	point that is known by those Who need to connect to the nebAtork that is being broadcasted by the access point.
	• MGT: Management - (WPAIWPA2-Enterprise) Method used in corporate environments. The authentication process for this type of networks is generally 	carried out against a RADIUS sewer. 
Tne WPS (WI-FI protected setup) standard nas been established for nome secure networks in 2006 to sjmplify the use of home based Wi-Fi networks. Using this standard, users can access these networks by entering a PIN or by simply pushing the WPS button that allows users to easily connect to the network during a limited period of time. This security standard is vulnerable to multiple types of attacks, therefore it is not recommended for corporate networks. 

What issues have been detected and what to do: 
Tne network security configuration implements oosolete security mechantsms that are considered broken in terms or security. 

The communications and access to the network can be compromised in a matter of minutes by using automated tools that do not require any advanced knowledge. 
While the security configuration do not atrect tne communications perrormance, it does pose a senous privacy tnreat and do not protect agajnst information deft, critical to business environments.
This network configuration is not appropriate nor recommended under no circumstances_ It is recommended to increase the security levels to ensure more secure and private communications. 
How to fix this issue: 
Obsolete security mechanisms should be disabled to increase security through up-to-date mechanisms. 
For corporate envjronmentsr tne WPA2-MGT standard snouIC be required for a more secure deployment and easy password provision to make use Of tne network or other access point mechanism. 
It tnat is not possible, tne WPA2-PSK-CCMP standard is recommenced, using a non dictionary alphanumertc password Witn a length of at least 10 cnaracters. Additionally, it is recommended to change the password periodically. 
[bookmark: _GoBack]For home envronments, tne network securitv level snouIC be at least the WPA-PSK standard. 10-cnaracter alphanumeric passworas that are periodically chnged are recommended. 
If tne network is intenaed tor proressional use, despite tne tact tnat tne WPS security mecnanism iS designed tor nome and SOHO (Small Office / Home Office) environments, this feature should be disabled. There are known vulnerabilities that, by means of automated tools, can seriously compromise the connection and discover the access point password. This feature is only recommended for home networks, if used at all, othenvise it should be disabled.
